IBEARSHLAINTEACHAS

Mo chuid sonrai a
chosaint




Is feidir le cuideachtai idir Amazon, Netflix agus Tiktok sonrai a bhailid ar gach
gniomh a dhéanann usaideoir ar laithrean greasain.
Airitear leis sin aon rud a chlicedlann tu air agus aon fhaisnéis a chuireann tu
isteach agus tu ag lionadh foirme.
Is feidir leo fiu amhain eochairfhocail a chuardach i do phraoifil ar line né i do
riomhphost, agus, in amanna, rochtain a fhail ar shonrai 6 dhaoine i do lionra
noO sonrai a Usaid chun faisneis aitheanta phearsanta usaideoiri aonair a fhail.
Usaideann cuideachtai na sonrai sin chun praifili a fhorbairt de ndsanna,
roghanna agus ceannachain daoine, ar faisneis luachmhar € do mhargaoiri
agus a dheanann go leor airgid doibh siud a dhiolann do chuid sonrai.
s € seo an costas a chaithfear a ioc as cead isteach a fhail ar shuiomh
gréasain no ar aip.
Pleimis abhar na sonrai agus na gaisti a bhaineann leis an iomarca sonrai a
roinnt.
Gheobhaimis amach conas dea-ndsanna cibearshlainteachais a fhorbairt
ionas gur feidir do chuid sonrai a chosaint © na daoine micheartal

w gomw/ ﬂmr%é&d&

REAMHRA




- Cad iad na sonrai a bhailitear ar line agus conas a
dhéantar €?

« Cen fath a bhfuil mo shonrai pearsanta tabhachtach do
dhaoine eile?

« Conas cibearshlainteachas maith a choinneail agus mo
chuid sonrai a choinneail priobhaideach.

- Na rialacha maidir leis na rudai ar chaoir cliceail orthu agus
nar choir cliceail orthu.

. Ballai doiteain, frithvireas, fianain ... cad is bri leo seo ar
fad?




Nil td cinnte
cad é a
chiallaionn sé

sin ...

\.

rﬂﬁf

PRICMHFHOCLOIR
SONRAT MORA

Déantar cur sios ar Shonrai Mora mar thacair mhora sonrai a ghintear o fhoinsi eagsula a
ghlacann a lan ama a phroiseail agus tu ag usaid teicnici traidisiunta.

RIANU

Baineann rianu ar line go bunusach le sonrai a bhailiu faoi usaideoiri agus a gcuid iompar ar line.

FIANAIN

Is comhaid bheaga iad fianain riomhaire, lena n-airitear aitheantoiri uathula a sheolann
freastalaithe greasain chuig brabhsalaithe go minic. Is bealach e ata ag suiomh greasain chun
cuimhneamh ort, ar do chuid sainroghanna, agus ar do nosanna ar line.

BALLA DOITEAIN

Is gléas slandala lionra e Balla Doiteain a dhéanann monatoéireacht agus scagadh ar thracht lionra
ata ag teacht isteach agus ag dul amach. Is bacainn é idir lionra inmheanach priobhaideach agus
an t-idirlion poibli.

FRITHVIREAS

Is riomhchlar é an tairge frithvireas a dearadh chun viris agus cinealacha eile bogearrai
mailiseacha a bhrath agus a bhaint as do riomhaire no as do riomhaire gluine.

BRABHSALAT

Is clar iarratais e an brabhsalai a chuireann bealach ar fail chun breathnu ar an bhfaisneis go leir
ar an nGréasan Domhanda agus idirghniomhu leis. Airitear leis sin leathanaigh ghréasain, fiseain
agus iomhanna.

FREASTALAT GREASAIN

Is riomhaire é an freastalai greasain a ritheann laithreain ghréasain. Is riomhchlar é a chuireann
leathanaigh ghreasain ar fail de réir mar a iarrtar iad.



FAISNEIS PHEARSANTA = SONRAI

Baineann Faisnéis Phearsanta no sonrai le haon fhaisnéis is feidir a usaid le tu a aithint.

Is feidir le cuideachtai an fhaisnéis phearsanta sin a usaid go dlithiuil chun airgead
a dheanambh, i gcleachtas ar a dtugtar luach airgid a chur ar shonrai.

Nuair a chlicealaimid agus nuair a ghlacaimid leis na fograi,

taimid ag tabhairt cead doibh e sin a dheanamh.



l |
TASC 1 TASC 2

Agus sibh ag baint usaid as an teimpléad Ma bhionn tu ar na meain shoisialta agus
mata boird, i ngrupai de cheathrar ag brabhsail ar line go rialta is cinnte go
scriobhaigi bhur gcuid smaointe ar an abhar bhfuil go leor sonrai bailithe cheana féin
seo a leanas: fut ag na holichomhlachtai
Conas a bhdilionn agus a usdideann - teicneolaiochta
cuideachtai sonrai fut? - Déanaigi grupai beaga
s féidir le ball amhain den ghrupa na tuairimi Ba cheart do gach grupa 10 bpiosa ar leith
coitianta a roinnt leis an rang. faisnéise ata ag na cuideachtai seo a
f-;”‘w\{ g leanas faoina n-usaideoiri a phlé agus liosta
oo a dhéanamh ddibh ansin.
¥ FACEBOOK
N / AMAZON
GOOGLE
. INSTAGRAM

TIKTOK

| | |




HUID FAISNEISE A DHiOL LE HAGHAIDH BRABUIS

iyj Data Bro rs:{rj[}- InduiSm ell'in_ Yoyr Identity_

MprOFIT

Watch on [IEBYouTube

Feach ar an bhfisean seo suas go dti 5.36
(Feach ceisteanna an mhuinteora)

Video 1:

Selling your information for profit

Discussion questions
* Why are advertisers interested in data points?

» What data is publicly available to all?
* How do you feel about companies selling your information from on
loyalty cards, which they have gathered about your buying habits?

* Discuss ‘Retail companies are now realising that trading the
information on your purchasing choices, is more valuable than the
actual product or service they are selling to the customer’.

* How is this a legal practice?
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WHAT IS ONLINE
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Watch on (3 YouTube
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GACH EOLAS FACI FHIANAIN

| Ligeann fiandin don suiomh siil a

/



https://us.norton.com/internetsecurity-privacy-should-i-accept-cookies.html

s € atd i gceist le beartas fiandn liosta de na fiandin agus na

Is é atd i geceist le fiandn trid pdirti fiandn ) ) ) o ) o
; . e L rianairi go léir ata in usaid ar shuiomh gréasain, a chuirtear ar
a chuireann suiomh gréasain ar chruadhiosca

Ijsa’ideora 6 fhearann seachas an ceann a bhfuil féil dO Chuail"teoj.]’.'i mar ChUid de bheal’tas priObhéideaChaiS niOS

isdideoir ag tabhairt cuairte air. Is minic a leithne an ldithredin ghréasain.

bhionn fadhbanna priobhdideachais i gceist leo,
d'fhéadfadh siad a bheith ag saru an Rialachdin

kigeT¥hd How They Wark | Explaingdifar .

-

Ghineardlta maidir le Cosaint Sonrai agus
rialachain phriobhdideachais eile.

Rialachan Ginearalta maidir le Cosaint Sonrai (RGCS)

Is é an Rialachan Gineardlta maidir le Cosaint Sonrai (RGCS) an dli priobhdideachais agus sldnddla is laidre ar
domhan. Cé gur dhréachtaigh agus gur rith an tAontas Eorpach (AE) é, cuireann sé oibleagdidi ar eagraiochtai in
aon ait, fad is a dhirionn siad né a bhailionn siad sonrai a bhaineann le daoine san Aontas. Gearrfaidh RGCS
finealacha géara orthu siud a sharaionn a chaighdedin phriobhdideachais agus sldnddla, pionéis chomh hard le

deich millidn euro.


https://gdpr.eu/what-is-gdpr/

Bionn suiomhanna gréasdin neamhshlan leochaileach do chibearbhagairt,
lena n-airitear bogearrai mailiseacha agus cibirionsaithe. Seicedil an
bhfuil suiomh gréasain slan tri litir amhdin a chuardach: "s." Tosaionn
gach seoladh ldithrean gréasain leis na litreacha "http," ach beidh a
fhios agat go bhfuil suiomh sldan md fheiceann tu "https." Ciallaionn sé
sin go bhfuil bearta 4 ndéanamh ag an suiomh gréasain féin chun

usdideoiri agus a gcuid faisnéise a choinnedil slan agus iad ag usaid

an tsuimh.

‘https://Www.ict4school.com
p http://www.news-today.org D ‘ https://www.news2day. ie




Is gleas slandala
lionra e
a dhéanann
monatoireacht agus
scagadh ar thracht
lionra ata ag teacht
isteach agus ag dul
amach. Is bacainn &
idir lionra
inmheanach
priobhaideach agus
an t-idirlion poibli.

Is riomhchlar é
a
dearadh chun viris
agus cinealacha eile
bogearrai mailiseacha
a bhrath agus a
bhaint 6 do riomhaire
no O do riomhaire
gluine. Feidhmionn
riomhchlair frithvireas
chun viris a
scanadh, a bhrath
agus a bhaint © do
riomhaire.

Cadecileis
feidir liom a
usaid chun
mo chuid
priobhaidea
chasa
chosaint?

Seasann VPN do

Cosnaionn
VPN daitheantas
fil ma ta Wi-Fi
poibli N6
comhroinnte a
usaid agat, agus
coinneofar do
chuid sonrai
priobhaideach o

aon suile fiosracha

ar an idirlion.

Baineann se seo
le coip a
dhéanamh de do
chuid faisneise a
choinnitear ar do
riomhaire agus a
storailtear ar
leithligh on

riomhaire,




Leideanna ch

Cinntigh go n-usdideann tu cosaint pasfhocail agus glasail
scailedin ar d'fhén cliste agus ar do riomhairi.

Déan cinnte go bhfuil bogearrai frithvireas suitedilte

ar do riomhaire.

N4 tabhair cuairt ach ar shuiomhanna gréasdin ata
sabhailte. i.e ldithreain ghréasdin le https://. M4 ta
amhras ort, bain usdid as seicedlai nasc amhail scanURL né
phishtank

Nd glac le fiandin laithreach. Seicedil cad é leis a bhfuil
tu ag aontd.

Glan na fiandin 6 do bhrabhsdlai uair sa mhi.

Cinntigh go bhfuil do chuntais mhedin shdisialta

priobhaideach agus roinn nios 1lu 4abhar!
N4 clicedil ar naisc nd na hoscail ceangaltain ¢ dhuine nacl

bhfuil aithne agat air.
Cinntigh go mbionn gach gléas uasdataithe.
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TASC 4 :

Leigh trid an liosta gniomhaiochtai ar line. Labhair ©
faoi na cinn a rinne tu féin agus an fhaisneis | ... fewesnsion
phearsanta a thug tu ar shiul da bharr. Website name:

Cyber Hygiene: Protecting my data 1. Leigh tri State of Kids

1. Choose a well known website to evaluate.

2. Find their privacy policy and then check does it answer pr‘ivacy r‘epOr‘t ar an

gcéad dha shleamhnan
eile.
e DAL BRSSPt AT o . What data does it collect? 2. Roghnaigh SuiOmh

Privacy & Security

Digital citizenship: thinking critically and using technology — 7. What data does it share? g réaSéi N aith eanta am h é.i N )

responsibly to learn, create, and participate We care obouf

@ Instructions everyone's privacy. . . h b | p
Being careful about sharing personal information is important. Look below at the list of enline activities 3. How does it secure its data? al m S Ig a po asal

that often lead to personal information being collected, and discuss the activities on the list you've
done. Get one or more family members together to help. Read the setup before doing the activity

priobhaideachais agus dean

&%) Setup 4. What rights do | have to the data?

Read aloud: We can't help but give up some of our information if we're active online, but there are lots . .
of activities that seem fun in the moment or that promise something for free but that collect more h
information than we'd planned. We can discuss and decide which ones we should avoid in the future, alg e ar an gcaOI a
7

Activity 9. Is the data sold? ) ) )
Read aloud: Let's read through each activity on the list and talk about the ones we've done and what m 1 1
personal information we might be giving up (for example, our name, phone number, or contact list). gCO Ionan n na al real n
Then we'll discuss which ones we should aveid in the future.

Example: “Take this short quiz to find out which E AI‘E ﬂl!l'! BIIS or tl'ﬂl!klllg?

opm it ghréasain seo 6 cheann de

Taking online surveys that offer free gifts e e

it Z::!:_Enmwmm“mmmr - 7. Give this website a rating out of 10 on how it protects kids data na Cr‘i t é i r m heas t (/) i reaCh t a

services or websites using your Facebook or Google account.”

Downleading an app that only works if you let it

Scraes yoi Erastacts and beation Example: the app Tagged - Chill, Chat & Go Live!

a leagtar amach sa
tuarascail.
3. Lionisteach na torthai
an mbileog oibre.

Example: "Click here to get special offers!” or
"Your account has been hacked. Click here to
enter your password.”

Clicking an email link from a company [or one
that looks like it's from a company)

/10

Which ones should you avoid in the future? Staying as aware as possible of how, when, where,
and why you share persenal information is a goed first step toward protecting your online privacy!

Learn more about how to protect your privacy online at commonsense.org/privacy-tips-for-families!

(& common sense education’




Cad iad na sonrai a bhailitear?
Cuireann cleachtais fhreagracha bhailithe sonrai teorainn le cineal agus leis an meid faisneis
phearsanta a bhailitear faoi dhaoine ionas nach mbaileofar ach an meid is ga chun an t-iarratas no
an tseirbhis a chur ar fail.
Cad iad na sonrai a roinntear?
Cosnaionn comhroinnt sonrai dea-chleachtais faisneis phearsanta duine o roinnt le cuideachtq
agus fogroiri triu pairti.
Conas a shlanaitear sonrai?

Cosnaionn dea-chleachtais slandala sonrai ionracas agus rundacht sonrai duine.

Cad iad na cearta ata agam maidir leis na sonrai?
Airftear le cearta sonrai duine an cumas a geuid faisnéise agus dbhar pearsanta a athbhreith
rochtain a fhail orthu, iad a mhionathru, a scriosadh agus a easportail.

An feidir liom smacht a bheith agam ar usaid mo chuid sonrai?
Ta se de cheart ag duine smacht a bheith acu ar shonrai pearsanta a bhailionn cuideachtai uathu
agus ar an gcaoi a n-usaidtear a gecuid faisnéise.


https://www.canva.com/link?target=https%3A%2F%2Fwww.commonsensemedia.org%2Fsites%2Fdefault%2Ffiles%2Fresearch%2Freport%2Fcommon-sense-2021-state-of-kids-privacy_0.pdf&design=DAFG3SnOzJ0&accessRole=viewer&linkSource=document
https://www.canva.com/link?target=https%3A%2F%2Fwww.commonsensemedia.org%2Fsites%2Fdefault%2Ffiles%2Fresearch%2Freport%2Fcommon-sense-2021-state-of-kids-privacy_0.pdf&design=DAFG3SnOzJ0&accessRole=viewer&linkSource=document
https://www.canva.com/link?target=https%3A%2F%2Fwww.commonsensemedia.org%2Fsites%2Fdefault%2Ffiles%2Fresearch%2Freport%2Fcommon-sense-2021-state-of-kids-privacy_0.pdf&design=DAFG3SnOzJ0&accessRole=viewer&linkSource=document

Ar dioladh na sonrai?
Airitear ar na dea-chleachtais gan faisnéis phearsanta duine a roinnt, a ligean ar cios nd a dhiol le triti
pairtithe le haghaidh gnothachan airgeadais.
A shabhailte ata an tairge.
Cuireann dea-chleachtais sabhailteacht sonrai teorainn le hinfheictheacht faisnéise duine agus lena
geuid idirghniomhaiochtai le daoine eile chun a gcuid follaine fhisiciuil agus mhothuchanach a chosaint
An dtaispeantar fograi no an ndeantar rianu?
Cuireann cleachtais fhreagracha fograiochta teorainn le husaid faisneis phearsanta le haghaidh
aon chuspoir margaiochta triu pairti, fograiocht spriocdhirithe, rianaithe no giniuna proifile.
An feidir le tuismitheoir n6 caomhnoir toiliu a thabhairt da leanbh? i
| dtaca le leanai ata 13 bliana d'acis no nios oige, teastaionn toiliu infhioraithe tuismitheora no

caomhnora sula ndeantar faisneis phearsanta an linbh a bhailiu, a usaid no a thabhairt diarratas no
do sheirbhis.

'State of K|
(2021), Co

An bhfuil an tairge ann le husaid ar scoil?
Ni mor do bhailiu sonrai o dhaltai bunscoile no © mhuinteoiri cloi leis na hoibleagaidi dlithiula maidir le
priobhaideachas agus slandail na faisnéise oideachais sin.


https://www.commonsensemedia.org/sites/default/files/research/report/common-sense-2021-state-of-kids-privacy_0.pdf

Fianain a
chumasu agus
a dhichumasu

Cuntais a
dheanamh

priobhaideach

CONAS...?

Diliostail ©
fhaisneis bailithe
Google maidir e

do chuid
cuardach



https://allaboutcookies.org/how-to-manage-cookies
https://allaboutcookies.org/how-to-manage-cookies
https://allaboutcookies.org/how-to-manage-cookies
https://www.europol.europa.eu/how-to-set-your-privacy-settings-social-media
https://www.europol.europa.eu/how-to-set-your-privacy-settings-social-media
https://www.europol.europa.eu/how-to-set-your-privacy-settings-social-media
https://safeweb.norton.com/
https://safeweb.norton.com/
https://safeweb.norton.com/
https://www.wired.com/story/how-to-back-up-your-digital-life/
https://www.wired.com/story/how-to-back-up-your-digital-life/
https://www.wired.com/story/how-to-back-up-your-digital-life/
https://www.wired.com/story/how-to-back-up-your-digital-life/
https://www.wired.com/story/how-to-back-up-your-digital-life/
https://www.wired.com/story/how-to-back-up-your-digital-life/
https://tools.google.com/dlpage/gaoptout
https://tools.google.com/dlpage/gaoptout
https://tools.google.com/dlpage/gaoptout
https://tools.google.com/dlpage/gaoptout
https://tools.google.com/dlpage/gaoptout

Ta os cionn 5.25 billiun usaideoir gniomhach
idirlin ann.

FiRICi FANACHA






https://docs.google.com/spreadsheets/d/1mg3m0zI0nl6wZEK-nkozkRehZnAmTGOyBoyK2KJ0i6I/edit#gid=0

NA DEAN DEARMAD A BHEITH SABHAILTE AR

LINE
NA CLICEAIL GAN SEICEAIL
Bl CIBIRCHEILLI




:> SIAR

Nuair a usdideann td an t-idirlion, is feéidir do riomhaire a aithint le huimhir uathudil
ar a dtugtar seoladh IP - seoladh Prodtacal Idirlin.
T4 seoladh IP ar cheann de na roghanna bunusacha chun td a aithint ar an idirlion agus
is féidir an ait a bhfuil td a aithint go garbh uaidh.

Is féidir e a chur i gcomparaid le seoladh poist. De ghnath scriobhtar seoltai IP ina
sraith uimhreacha in ord ar leith. Usdideann gléasanna a bhfuil seoltai IP acu an
prétacal idirlin chun cumarsdid a dhéanamh. Sannann an tUdards Sannta Uimhreacha Idirlin
seoltai IP do chldrlanna réigidnacha idirlin (RIRanna). Sannann na RIRanna iad do
Sholdthraithe Seirbhise Idirlin. Ansin sannann Soldthraithe Seirbhise Idirlin seoltai IP
dd4 gcustaiméiri. Bealach amhdin chun do sheoladh IP a cheilt is ea cabhair 6 bhogearrai
VPN (lionra priobhaideach fioruil), a chuireann do sheoladh IP i bhfolach agus a

chriptionn do thracht idirlin.






SIAR

Is iomhd thrédhearcach picteilin IxI é picteilin rianaithe a rianaionn tracht gréasdin, iompar
usdideora agus nios mé. Cé go bhfuil siad cosuil le fiandin ar bhealai dirithe, murab ionann agus
fiandin, ni féidir iad a dhichumasu. Nuair a 16ddlann usdideoir an leathanach gréasain né nuair a

osclaionn sé an riomhphost, 16ddlann an picteilin rianaithe freisin, rud a ligeann do sheoltdir

an phicteilin rianaithe (freastalai fograi de ghnath), a léamh agus a thaifeadadh gur 16d4il an
leathanach gréasain né gur osclaiodh an riomhphost agus gniomhaiochtai usaideora den chinedl
céanna. Cad é an chuspoir ata leis? Léargas a fhail ar usdideoiri le haghaidh margaiocht
spriocdhirithe. Is féidir leo faisnéis a fhdil maidir leis an gcdéras oibridchain a usaideadh, an
cinedl ldithredn gréasain no riomhphoist a usdideadh (mar shampla leagan soghluaiste né deisce),
an t-am a léadh an riomhphost né ar tugadh cuairt ar an laithrean gréasdin, gniomhaiochtai ar an
laithredn gréasain le linn seisiuin agus do sheoladh IP.
D4 bhri sin, is féidir leo a 1lan sonrai a fhdil faoi na husdideoiri, i ngan fhios doéibh. Is
féidir breisiu brabhsdalai a usaid chun picteilini rianaithe a dhéanamh infheicthe né is féidir

seachfhreastalaithe a usaid chun cosc a chur ar ioslddail picteilini rianaithe.



SIAR

Is é ata i gceist le gniomhaire usdideora line téacs a aithnionn do fhreastalai
gréasain leis an mbrabhsdlai agus leis an gcoras oibriuchain.

T4 a ghniomhaire dsaideora uathdil féin ag gach brabhsdlai agus seolann do
bhrabhsdalai a ghniomhaire usdideora chuig gach suiomh gréasain lena nascann td.
Usdideann an freastalai gréasdin an fhaisnéis sin chun leathanaigh ghréasdin
éagsula a thaispeaint do bhrabhsalaithe agus do chérais oibriuchdin éagsula (mar
shampla leagan méibileach an leathanaigh ghréasdin chuig brabhsalai soghluaiste).
Cuireann an gniomhaire usaideora in iudl don fhreastalai gréasdin cén codras
oibridchdin a usdideann td agus is féidir leis an t-abhar cui a thaispeaint duit
ag baint dsaid as an bhfaisnéis sin.

Bailionn siad staitistici brabhsalai freisin.



)

][4 SIAR

Braitheann méarlorgaireacht an bhrabhsdlai ar uathudlacht do bhrabhsalai agus is
bealach an-chruinn é chun td a aithint gach uvair a théann tu ar line agus chun do
ghniomhaiocht a rianu.

Agus iad ag baint usaid as do bhrabhsalai, is feidir le laithreain ghréasain do
choras oibriuchdin, leagan brabhsalai, breisedin a suitedladh agus na leaganacha,
taifeach scdileain do chdérais oibriuchdin, clénna a suitedladh, crios ama, teanga
agus faisnéis eile a chinneadh, gan cead soiléir.

Ma t4 fiandin dichumasaithe go hiomlan agat, is piosa sonrai eile € sin a léirionn go
bhfuil do bhrabhsalai uathuil.

B'fhéidir nach silfea go bhfuil méran i gceist leis an eolas sin ar fad, ach nil ach
seans an-bheag ann go mbeadh an t-eolas brabhsalai ceannann céanna ag usaideoir eile

agus ata agat fein.
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Is décha gurb iad na fiandin an modh is cdilidla agus is coitianta a usaidtear chun
usdideoiri a riand ar fud ldithreain ghréasdin éagsula.
Is comhaid bheaga teéacs iad na fiandin a stérailtear ar do ghléasanna ar feadh tréimhse
airithe ama tar eéis duit cuairt a thabhairt ar shuiomh gréasain.

Is féidir leo do chuid sonrai logala isteach n6 sonrai eile a usaid a chabhraionn le
ldithrean gréasdain agus a shocruithe a chur in oiriuint go sonrach duitse chun
d'eispéireas brabhsala a fheabhsu.

Tugann na cinn ata fior-riachtanach ar an ldithredan gréasain a fheidhmeanna bunusacha a
ghniomhu ionas gur feidir leat cuairt a thabhairt air.

Ach, is féidir leo sin tu a aithint freisin agus do ghniomhaiocht bhrabhsdla a riand ar
ldithrean gréasain.

Is iad na fiandin a chruthaionn fadhbanna nd4 na fianain trid pdirti né na fiandin

rianaithe a stérdlann do stair bhrabhsdla thar thréimhse fhada ama agus ar fud go leor

leathanach.



