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REAMHRA

An bhfuair tu riomhphost riamh a ra gur bhuaigh tu cuig mhilliin dollar ¢ phrionsa i dtir

eile? Nil le déanamh agat ach uimhir an chuntais bhainc a sheoladh, cuirfear an t-
airgead i do chuntas, agus beidh tu i do mhilliunai laithreach!

SYSTEM ERROR Uaireanta, oibrionn an cleas mire sin. Cuireann daoine a gcuid sonrai bainc ar fail agus

ansin, nios déanai, aithnionn na daoine bochta sin gur glacadh an t-airgead ona

gcuntas. Is cineal innealtoireacht shoisialta € an sort sceimeireachta sin.

Is € ata i gceist le cibearchoireacht gniomhaiocht neamhdhleathach a dnheantar ar

ghleas cumarsaide tri scéimeéireacht a dhéanamh ar dhaoine (innealtoireacht shaoisialta)

—/

no tri bhriseadh isteach i riomhairi (haicealil).
Bionn sceimeireachtai nua a gcruthu gach la agus nil aon duine 100% sabhailte ©
dhallamullég! Ma bhionn tu ar an eolas agus airdeallach faoi roinnt 'bratacha dearga/,
dfheéadfai tu a shabhail © bheith i diospartach cibearchoireachta.

Déanaimis iniuchadh ar shaol na cibearchoireachta agus féeachaimis an feidir linn an

difriocht idir fiorchas agus cas breagach a aithint!




« Cinealacha innealtoireacht shoisialta a aithint.

« Roinnt comharthai de chamscéimeanna
eagsula ar line a aithint.

« Roinnt straiteisi a lua chun camsceimeanna a
sheachaint go pearsanta.

« Feasacht a fhorbairt ar bhréagnuacht agus ar
dhomhainbhrionnu



PRIOMHFHOCLOIR

| h 4 CLICMHEALLADH

“* Abhar arb é a phriomhchuspoir aird a tharraingt agus cuairteoiri a spreagadh chun cliceail
. ar nasc chuig leathanach gréasain ar leith.

"3 DOMHAINBHRIONNU

Fisean de dhuine inar athraiodh a aghaidh no a chorp go digiteach ionas go bhfuil an chuma
air gur duine eile é, a usaidtear go mailiseach de ghnath no chun faisneis bhreagach a
scaipeadh.

FIOSCAIREACHT

Tarlaionn fioscaireacht nuair a sheolann duine téacs breéige, riomhphost, no preabfhogra
chun daoine a mhealladh chun a gcuid faisnéis phearsanta, pasfhocail n6 faisneis
airgeadais a roinnt. Nuair a bhionn an t-eolas sin acu, usaideann na coirpigh seo an
fhaisneéis a bhailitear chun bradail aitheantais a dhéanamh no chun airgead a ghoid.

INNEALTOIREACHT SHOISIALTA

Baineann innealtoireacht shoisialta leis an mbealach a dtugtar ar dhaoine faisneis runda a
thabhairt ar shiul.

NA MEAIN SHOISIALTA

Is comhthéarma é na meain shoisialta a chludaionn suiomhanna gréasain agus feidhmchlair
a dhirionn ar chumarsaid, ionchur pobalbhunaithe, idirghniomhaiocht, comhroinnt
inneachair agus comhoibriu.




CAD IS INNEALTOIREACHT SHOISIALTA ANN?

Déanann go leor cibearchoirpeach
larracht cleas a imirt ar dhaoine eolas
a thabhairt seachas a bheith ag
deanamh iarrachta a ngléasanna a
ionsai.

Tugtar
INNEALTOIREACHT SHOISIALTA .0

N
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6\@ TA INNEALTOIREACHT SHOISIALTA SCENE

NA MEAIN SHOISIALTA

D’fhonn nios mé a fhoghlaim fuat
féin né faoi do chuideachta

UIMHREACHA CARTA CREIDMHEASA

"

’ AGUS IS FEIDIR LEI AN CEANN IS FEARR
' A FHAIL AR AON DUINE.




TASC 1. PLE

BIONN AN CHUMA AIR GO BHFUIL SE AN-SIMPLI FEINIULACHT A CHINNEADH - ACH, D'FHEADFADH SE A BHEITH DEACAIR GO LEOR.
UAIREANTA “GO DIREACH BIONN A FHIOS AGAT" AGUS UAIREANTA CAITHFIDH TU AN FHAISNEIS GO LEIR ATA AR FAIL A USAID
CHUN FEIDEARTHACHTAI EILE A CHUR AS AN AIREAMH. BRAITHEANN GO LEOR CAMSCEIMEANNA AR THABHAIRT AR AN SPRIOC
RUD EIGIN A DHEANAMH TRI DHUINE LIGEAN AIR FEIN GUR DUINE E A BHFUIL MUININ AIGE AS NO GUR PEARSA UDARASACH E.

C1 C2

Cad & faoi nuair a chuireann cara
téacs chugat? Cén chaoi a mbionn
a fhios agat gurb € do chara a sheol
an teacs?

C4

Cad e a dheanfa mura mbeifea cinnte gurb &
an duine a duirt se a bhi ar an bhfon?

C5

An bhfuil na bealai chun duine a aithint no aitheantas a fhioru ar labhair

muid futhu gan locht? Conas a dfheadfai iad a laimhseail? FEE TENCHERS NOTES



FIOSCAIREACHT

Cad é go direach ata i gceist 1éi?

cineal innealtoireacht shoisialta
fhioscaireacht.




Teanga phrainneach né

Tarratai ar fhaisnéis
bhagrach P iogair

Aon rud ata romhaith 1le
bheith fior

‘Ta sé neamhdhochdil go mbuafa crannchur ach ta sé

P

Ma td cds éigeanddla i nddirire ann, ni tharlaionn Bl AG FAIRE AMACH DO dodhéanta go mbuafd crannchur ndr chuir tu
.. , [steach air’
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6 BHRATACH DHEARGA LE HAGHAIDH FIOSCAIREACHTA

/ Neamhréireanna >
Riomhphoist gan choinne / Ceangaltain amhrasacha
Faisneise
i Scrios fad ldithreach | AG FAIRE AMACH DO Bi AGC FAIRE AMACH DO
Bl AG FAIRE AMACH DO . ,
® i & SEOLADH RiOMHPHOIST MICHEART (ACH o
~ AD""?"A;CHA LE HAGHA""! ™1 BFHEIDIR COSUIL LE SEOLADH EILE) AN 1  CEANGALTAIN NAR IARR TU
EARRAI NAR CHEANNAIGH TU TSEOLTORA
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ssg 1HIS IS5 a Security Alert you requested to help you protect your account,

R vour account has been blocked,
% 219 You have exceeded the nurnber of three (3) falled login attempts.

S B _To unlock your account, please your account

Thank you for your cooperation .
Sincerely Yours,

Letha Cox
Letha.Cox@citib

Your Santander Bank

FIOSCAIREACHT
SPRIOCDHIRITHE

FICSCAIREACHT NA
NDACINE SAIBHRE

SMIOSCAIREACHT
GLAOCSCAIREACHT

Account has been
blocked.
#aAll services have
2 been withdrawn.
Go to http://
santander.onlineupda
tesecures.he.net.pk
to
reactivate now.

Walter White <whitechemicals.co.ma.e-ml.co
Same day payment

Hi Lucia,

1 Hope your day is going on fine. | need you to make a
% same day UK payment for me. Kindly email me the

required details you will need to send out the payment.
| will appreciate a swift email response.

Kind regards,
Walter

DVLA:
You still have an outstanding
vehicle tax reimbursement of

63.97 GBP. Follow the link.

https://aov.uk
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https://consumer.ftc.gov/consumer-alerts/2021/10/google-voice-scam-how-verification-code-scam-works-and-how-avoid-it
https://fraud.org/p2p_alert/
https://www.cbs19news.com/story/43323331/bbb-seeing-increase-in-scammers-posing-as-amazon-employees
https://www.bbb.org/article/news-releases/26316-bbb-scam-alert-dont-do-this-friend-a-favor-its-really-a-clever-scam

ROINNTEAR AIPEANNA BREIGE IN
DHA CHATAGOIR LEATHANA:

GOCHUMTHA
IS AIPEANNA BREIGE IAD SEC A
DHEANANN AITHRIS AR FHIOR-AIP.
D'FHEADFADH L0GO, GABHAIL
SCAILEAIN, AGUS OBAIR EALAINE A
BHEITH IONTU ATA COSUIL LEIS AN
AIP ATA SIAD AG IARRAIDH A
CHOIPEAIL. SEANS GO BHFUIL NA
HEOCHAIRFHOCAIL, A USAIDEANN AN
GNATHUSAIDEOIR AGUS AN
FiIORLEAGAN DEN AIP A CHUARDACH
AIGE, SA CHUR Si0S. DFHEADFADH AN
T-AINM A BHEITH COSUIL LEIS AN
MBUNLEAGAN ACH LITIR NO DHO
ATHRAITHE.

<

N

IS FEIDIR AIPEANNA BREIGE A DHAILEADH
AR BHEALAI EAGSULA. IS FEIDIR IAD A
OSTAIL AR AIPMHARGAI TRIU PAIRTI NO

CINEALACHA AR AIPMHARGAI BREIGE. IS FEIDIR LE
AIPEANNA CIBEARCHOIRPIGH AIPMHARGAI OIFIGIULA
. A USAID FI0 CHUN AIPEANNA BREIGE A
BREIGE 4 DHAILEADH, IN AINNECIN NA MBEART
B _ SLANDALA ATA | BHFEIDHM. IS FEIDIR LE
ATHPHACAISTI CIBEARCHOIRPEACH E FEIN A CHLARD INA

FHORBROIR AR AON AIPMHARGADH, AIP
DHLISTEANACH A i0SLODAIL, AGUS E A
ATHSCRIOBH AG BAINT USAID AS cOD
MAILISEACH. ANSIN, IS FEIDIR LEIS AN AIP
BHREIGE A UASLODAIL CHUIG AN
AIPMHARGADH.

UAIREANTA, DEANANN FORBROIRI FOINSE
OSCAILTE DA GCUID FEIDHMCHLAR - RUD A
CHIALLAIONN GO BHFUIL FOINSE AN CHOID
INROCHTANA AGUS GUR FEIDIR LE DUINE
AR BITH E A ATHRU. TA SE 1 BHFAD NioS
EASCA AIP FOINSE OSCAILTE A THOGAIL
AGUS E A ATHPHACAISTIU - TRi FHOGRAI
A CHUR LEIS - NA D'AIP FEIN A
FHORBAIRT. NiL SE MIDHLEATHACH E SIN
A DHEANAMH - MA BHIONN FOINSE
OSCAILTE AG AIP, BIONN CEAD AG DAOINE
E A ATHRU - ACH CUIREANN NA FOGRAI
ISTEACH AR AN USAIDEOIR DEIRIDH. IS
DEACAIR NA CINEALACHA AIPEANNA SIN A
AITHINT.

CONAS A OIBRIONN AIPEANNA BREIGE?

CAD IS AIPEANNA
BREIGE ANN?

IS AIPEANNA IAD NA HAIPEANNA
BREIGE A CHRUTHAIONN
CIBEARCHOIRPIGH CHUN DOCHAR A
DHEANAMH D'USAIDECIRI AGUS DA
NGLEASANNA. DEANTAR IAD A
DHEARADH MAR A BHEADH AIPEANNA
DLISTEANACHA ANN ACH DEANANN
SIAD GNIOMHAIOCHTAI MAILISEACHA. |
MEASC NA NGNIOMHAIOCHTAI SIN,
DEANTAR MONATOIREACHT AR DO
GHNIOMHAIOCHT, BOGEARRAI
MAILISEACHA A SHUITEAIL, FOGRAI A
THAISPEAINT, NO DO CHUID FAISNEIS
PHEARSANTA A GHOID.

Aip bhréige a aithint
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SEICEAIL AN DATA
SCAOILTE:

Cén uair ar eisiodh an aip?
Ma thaispeantar ddta le
déanai ach lion ard
ioslédalacha, is ddécha gur
breéag é.

De ghndth bionn aipeanna
dlisteanacha a bhfuil a 1l4n
iosléddlacha aige ar an
margadh ar feadh tamaill.

=" | \LEIDEANNA CHUN AIPEANNA BREI

SEICEAIL NA
LEIRMHEASANNA:

M4 ta ratail iseal agus go leor
gearan usdideora ag aip, bi
airdeallach. Mar sin féin,

d'fhéadfadh léirmheasanna dearfacha
ar fad a bheith ina mbrat dearg
freisin, 6s rud é gur minic a
scriobhann cruthaitheoiri aipeanna
bréige léirmheasanna bréige chun
dallamulldg a chur ar dsaideoiri
chun an aip a ioslédail. Ma ta na
léirmheasanna ar fad an-dearfach,
bi ciallmhar agus cuardaigh rogha

eile ina ionad.

SEICEAIL LION NA
N-iOSLODALACHA:

Is féidir le haipeanna
dlisteanacha na millidin né
fid na billidin
iosléddlacha a bheith acu.
Ma fheiceann td aip
chailidil gan ach cipla
mile ioslédail, d'fhéadfadh

sé a bheith bréagach.

DEAN TAIGHDE AR AN
BHFORBROIR:

Déan cuardach Google ar

ainm an fhorbrdéra chun
faisnéis a fhdil faoi.
Beidh a fhios agat ansin
cibé acu ata dea-chld air
né nach bhfuil.


https://tech.hindustantimes.com/tech/news/84-dangerous-scam-apps-found-on-iphone-app-store-your-stealing-money-check-full-list-of-apps-71658128703429.html

Logdlann tu isteach ar an suiomh medin shéisialta

is fearr leat agus tugann td faoi deara go bhfuil Is é atd i gceist le bradail

HAIC MEAIN
SHOISIALTA

Y 4
medain shéisialta a chruthid. N0

GOID
AITHEANTAIS

postalacha nd teachtaireachtai ann nar chuir tusa aitheantais na medn séisialta, ar a

in airde. dtugtar pearsand na mean sdéisialta

N6, faigheann tu teachtaireacht gur athraiodh freisin, pictidir agus faisnéis duine
pasfhocal do chuntais, i ngan fhios duit. eile a usdid chun préifili bréige ar na

Aithnionn td go ndearnadh do chuntas a haicedil.

Céard a dhéanann tu?

WHAT TO DO WHEN Léigh an téaCS:

YOUR SOCIAL MEDIA
' ACCOUNT GETS

meeo . "Cad e le deanamh nuair a dhéantar haiceadil

You log in Lo your favourite social media site and nolice a string
of posts or messages definitely nol posted by you. Or, you gel
3 message Lhal your accoun L password has been changed,

e ool gr do chuntas meain shoisialta.”

This is a limely question considering thal secial media treaches

have been on Lthe rise. A recent survey revealed Lhal 22% of

internel users said that their online accounts have been hacked

al least once, while 14% reported they were hacked more than

once.

50, how should you respond if you find yourself in a social media ° / ° . L

predicament such as thisy Your first move—and a crucial one—is

Lo change your password right away and nolify your conneclions ( )r‘uthalg h pOStaer‘ g r‘afal C fal Sn e I Se a
that your account may have been compromised. This way, your

friends kmow not Lo click on any suspicious posls Or Messages

that appear Lo be coming from you because Lhey might contain . () / .
malware or phishing attempts. Bul thal's not all. There may be th ug an n COI ' I hal rle d O d haOI ne Oga e I Ie
other hidden threals Lo having your social media account

hacked. The risks associated with a hacker poking around your

social media have a Lol Lo do with how much persenal

information you share. Does your account include personal e »: ) o=/ 4

information that could be used Lo steal your idenlily, or guess I I lal I r\ ena el n I u aC t a C Osal nt ar na
your security questions on other accounts? These could include

your date of birth, address, homelown, or names of family

members and pels. Just remember, even if you keep your y = = 7 7

profile locked down wilh strong privacy sellings, once the

wonTsmnmst mealn shoisialta agus cad e le deanamh sa

grabs.,

¥ QY A / / . /o = e
chas go ndeantar haiceail meain shoisialta.
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Hey | Thats

not the real me
.I've been

hacked
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Scéalta agus eolas a cumadh.

In ainm a bheith 4 roinnt go forleathan - b'fhéidir chun
preab a bhaint as daoine né chun iad a scanradh

i - IS Féach ar na deich sceal
Is é an cuspdir atd leis daoine a mhealladh smaoineamh ar nuacht bhréige is fearr in

2021 agus 2022 a chreid
daoine a bhi fior.

bhealach airithe no votail ar bhealach airithe

Is féidir a usaid chun airgead a dhéanamh 6 fhégraiocht -

tugtar "Clicmhealladh" air sin.


https://www.wizcase.com/blog/facts-about-fake-news/

CAD IS DOMHAINBHRICNNU ANN?

aghaidh, s

Fisean de dhuine inar athraiodh g

@\ ‘Deep Fakes' Are Becoming r‘»m"-ju Realistic Thanks To N...
Share

Watch on £ YouTube



@ Cad is domhainbhrionnu ann?

@ Cad e dushlan braite an
domhainbhrionnaithe?

fwe Ainmnigh dhd bhealach chun
domhainbhrionnu a aithint?

fwg Sainaithin dea-impleacht amhain agus
droch-impleacht amhain a bhaineann le
domhainbhrionnu.

@ Tabhair sampla d’uair ar baineadh usaid
mhaith as domhainbhrionnu agus uair ar
baineadh drochusaid as.

FOXS “WH "T'S REAL? WHAT'S FAKE? 4
Watch on & Youlube KS FIFTY UE STATES AND TERRITORIES, LED BY TEXAS

ES AND TERRITORES, LED BY TEXAS @




CAMSCEIM NO IONSAI A AITHINT AGUS A THUAIRISCIU

M4 t4 amhras ort faoi haic né camscéim, cuir in idl don
Staisiun Gardai 4itiuil de bhri gur abhar coiriuil é.
Bailigh aon taifead atd agat faoin gcamscéim (amhail

riomhphoist, gabhdlacha scdiledin né cumarsaid eile).
Cosain do ghléasanna tri d'fhocal faire a athshocru agus
do bhogearrai frithvireas a nuashonrd.

Cuir bac ar uimhreacha guthdin ar d'fhén péca a chuireann
téacs chugat faoi naisc né faoi theachtaireachtai
amhrasacha.

Bi airdeallach faoi naisc a thairgeann tdirgi né seirbhisi

saor in aisce. Nil aon rud saor in aisce ar an idirlion.

Cuir in idl do shuiomhanna medin shdisialta go ndearnadh

REPORT SCAM do chuid faisnéise a haicedil né gur cuireadh

d'aitheantas i mbaol.




Le linn na gcuig bliana amach romhainn,
dfheadfadh cibearchoireacht a bheith ar an
mbagairt is mo do gach duine, ait agus rud ar

domhan.

Tuairiscitear gur uaslodaladh Domhainbhrionnu o
Uachtaran na hUcraine Zelensky chuig suiomh idirlin
nuachta de chuid na hUcraine ag iarraidh ar a chuid

saighdiuiri a gcuid arm a leagan sios.

FiRICI FANACHA

Toisc gur athraigh paindéim Covid-19 an bealach a ndéanann daoine
siopadoireacht agus aistriu airgid, ta coirpigh ag diriu nios mo ar
sparan digiteach agus ar mhodhanna iocaiochta idir piarai ar nos
Apple agus Google Pay. Fuarthas an ceannis fearr ar thart ar 18

milliun iospartach camsceimeanna sna Stait Aontaithe trina
modhanna iocaiocht dhigiteach seo in 2020.




NA DEAN DEARMAD
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